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WHAT DO YOUR DEVICES KNOW ABOUT YOU?

Wha N ("8 & COMputer 00 yous desk or A phone | youw
[poCka!, your Sevices rItain A 10t of pArsonal data. Ang M
of Mal information may be vidnorable 1o Cybercriminas,

Passwords Credit Card Numbers Social Security Number
OB i | @B | @B s
00/ | 00/7== | 00"
Deleted Files Text Messages

. Al dedeted files,
Including ones no
...- }m;“:

{ﬁ! be recowerod unti

piwsical slorage
Space overwritten.

ﬂ.‘ | vest iog storea
F |7 on phone
Phone Calls

o} o=

Bank Account Info

00 ™™

Recent Files
00 ..
L X 3

Name and Address

&®
... Windows Contacts
.- Address Book

Vanous anplicatons

knep their gwn recont
Q0 ~= Recently Visited Sites
Contacts . . : ::: : :::,
. " Windows Contacts . lﬂ 15

._— - Aporess Book
@ Ofcrcr

Current Location Recent Locations

@O o

Aeadabis Pl
I off your GPS /' T Mavigation apps

@AGENT




HSL @AGENT

Statistics

» Retail exposed 67% (420M) of the number of
records in the total dataset.

» Companies with less than $50M in revenue

were the most impacted, accounting for 47%

of the claims.

» The average total breach cost was $394K,

the median $56K.

» Companies with revenues greater than $2B suffered
an average breach cost of $3.2M.
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How Are Credentials Compromised?

A Phishing

'l?il Malvertising .
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@A Web Attacks

Send e-mails disguised as legitimate messages
Trick users into disclosing credentials
Deliver malware that captures credentials

Inject malware into legitimate online advertising networks
Deliver malware to visitors that captures credentials

Target a popular site: social media, corporate intranet
Inject malware into the code of the legitimate website
Deliver malware to visitors that captures credentials

Scan Internet-facing company assets for vulnerabilities
Exploit discovered vulnerabilities to establish a foothold
Move laterally through the network to discover credentials

Federal Financial Institutions Examination Council (FFIEC),
“Joint Statement: Cyber Attacks Compromising Credentials”, March 2015
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Typical price range on Dark Web markets for
compromised credentials, ranging from online services
to corporate network usernames and passwords
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HOW OFTEN ARE DIFFERENT TYPES OF PII INVOLVED
IN DATA BREACHES?*

Contact Information o 8 9 0/0
Financial Details ') 42 0/0

39%

Health Information = 2 5 0/0

Source: Australian Government *Based on Australian B

Identity Information
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What Can an Attacker Do with Compromised Credentials?

Send Spam from Compromised Email Accounts

Deface Web Properties and Host Malicious Content
Install Malware on Compromised Systems

Compromise Other Accounts Using the Same Credentials

Exfiltrate Sensitive Data (Data Breach)

Identity Theft
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9 WAYS YOUR EMPLOYEES" WORK CREDENTIALS CAN LEAD TO A BREACH

When your employees use their work emall on websites like the ones listed below, 1t makes your business vidnerable 1o a breach

With our Dark Web Mondtoring, we can detect if your company is at risk due to exposed credentials on 3rd party websites
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UNDERSTAND & MITIGATE YOUR RISK
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EXTERMAL THREAT INTE LLIGENCE

®

Are you momtersng for compromised data that can
be wsad to exploit your buiness?

(s [

[ATA BEREACH & PRIYACY LAW COMPLIANCE

i

Do you beave 2 complimt data breach respose plan
in place?

Lns [w

# OF EXPOSED CREDENTIALS FOR YOUR
COMPANY IM THE PAST 36 MONTHS
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Email addresses and passwords

Ashley Madison and business emails
- potential business liability

600K Facebook accounts are hacked daily

50% of users use the same passwords
for everything

At least one person will click on ==
everything




Sample Report of Dark Web Monitoring

Date Found
10/4/2018
10/4/2018
9/29/2018
9/25/2018

Email/IP
johndoe@yourcompany.ca
janedoe@yourcompany.ca

joe.employee@yourcompany.ca

anyemployee@yourcompany.ca

Password Hit
form****
fire***x*

Vinn**

berl 3k % ok %k %k %

Source
id theft forum
id theft forum
id theft forum
id theft forum

Type
Not Disclosed
Not Disclosed
Not Disclosed

Not Disclosed
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Website
bell canada
edmodo.com

Not Disclosed

fashionfantasygame.com
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Find out BEFORE the damage is done
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Thank you ‘

Dan@hardsoft.ca
www.HSL.ca

800 263 8433
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